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Abstract

This thesis comes within the framework of understanding the procedural rules of
search and seizure of cybercrime in the Palestinian legal system, in addition to
studying the rules of international conventions that regulate cybercrime,
including the Convention on Cybercrime, Budapest, November 23, 2001. In
addition to the Arab Convention against Cybercrime 2010/21/12, so, in order to
clarify the matter of search and seizure of cybercrime, the researcher decided to
divide this thesis into three chapters, which will study each of them separately. In
the introductory chapter of this thesis, the researcher studies the nature of judicial
inspection in cybercrime, and indicates the validity of computer and Internet

systems for inspection as they consist of material and moral elements.

In the first chapter, after clarifying the criminal inspection in cybercrime, the
researcher will study the digital evidence as a type of digital evidence, which is
represented by defining the digital evidence. In addition to clarifying the types
and forms of digital evidence and then studying the characteristics of this
evidence, the researcher will also study the cybercrime scene by clarifying the
role of the criminal investigator in examining the cybercrime scene and extracting

the digital evidence from the cybercrime scene, then seizing it.

In the second chapter of this thesis, the researcher clarifies the general rules for
searching and seizing computer systems in the Palestinian legal system, which
are represented by clarifying the competent authorities in the process of searching
and seizing cybercrime and their validity. The researcher also highlights the
importance of studying the difficulties facing the investigation process of
cybercrime. The researcher will study the legal guarantees of the accused during
the process of inspection and investigation of cybercrime, in addition to studying
the legal regulations and special guarantees for the accused during the process of

adjusting correspondence and intercepting calls.
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Evidence tampering” refers to situations whereby a person alters, falsifies, or conceals evidence with the intent “
to interfere with an investigation process. This is alternatively known as spoliation of evidence in a civil case.
Evidence tampering could have serious consequences for a case and impact its final verdict. The issue with digital
evidence tampering is that one cannot know for sure whether tampering has occurred, since perpetrators can make
minor unnoticeable changes that are enough to impact a verdict. Constantly comparing digital evidence with
copies to identify tampering may not be practically possible as this requires a lot of resources such as additional

.security infrastructure and personnel

A &6 (https://blog.vidizmo.com/tamper-detection-how-it-works-to-keep-digital-evidence-safe) ol =)
(2022/1/30) 515
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135 VIDIZMO’s Digital Evidence Management portal caters to this challenge by allowing you to run a
tamper detection check on your digital evidence in a few clicks.

How does VIDIZMO’s work

In simple terms, the system assesses the digital evidence file for any changes to ensure the file is the
same as the one originally uploaded. For digital evidences that do not match their original state, the
system shows them as tampered evidence when a check is run .

When any file is initially uploaded on VIDIZMO Digital Evidence Management portal, a miniature
identifier called a “hash” value is created for that file which is stored in the database for future
comparisons. The hash value is created using the data of the file. Therefore, this hash value is unique
to the file and changes even if the contents of the file are modified to the slightest extent .

To put things into perspective, every video file is essentially a series of binary codes. If we have video
file A with its binary code “01110110, it will create a hash value that is unique to this “01110110”
binary code. A modification in the file would lead to creation of a new binary code (for example,
“11110110”), which in turn would generate a different hash value. This difference makes it possible to
detect tampering.

Visit site (https://blog.vidizmo.com/tamper-detection-how-it-works-to-keep-digital-evidence-safe).
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